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CHAPTER 1.

THE EXCLUSIONARY SANCTION

A. ADOPTION OF THE FEDERAL CONSTITUTIONAL EXCLUSIONARY SANCTION

Page 26. Add the following new note to the Notes after Mapp v. Ohio:

9. InCollinsv. Virginia, _ U.S. __ ,138S.Ct. 1663 (2018), reprinted in part later in the
material supplementing page 482 of the text, Justice Thomas wrote separately to express and
explain his “serious doubts about this Court’s authority to impose [the exclusionary] rule on the
States.”

“Mapp,” Justice Thomas wrote, “suggested that the exclusionary rule was required by the
Constitution itself.” Citing decisions reprinted or discussed later in the text, he explained:

[T]he Court has since rejected Mapp’s “ ‘[e]xpansive dicta’ ” and clarified that the
exclusionary rule is not required by the Constitution. Suppression, this Court has
explained, is not “a personal constitutional right.” The Fourth Amendment “says nothing
about suppressing evidence,” and a prosecutor’s “use of fruits of a past unlawful search or
seizure ‘work[s] no new Fourth Amendment wrong,” ” Instead, the exclusionary rule is a
“judicially created” doctrine that is “prudential rather than constitutionally mandated.”

___US. at , 138 S.Ct. at 1667-68 (Thomas, J., concurring). He continued:

Although the exclusionary rule is not part of the Constitution, this Court has
continued to describe it as “federal law” and assume that it applies to the States. Yet the
Court has never attempted to justify this assumption. If the exclusionary rule is federal
law, but is not grounded in the Constitution or a federal statute, then it must be federal
common law. As federal common law, however, the exclusionary rule cannot bind the
States.

Federal law trumps state law only by virtue of the Supremacy Clause, which makes
the “Constitution, and the Laws of the United States which shall be made in Pursuance
thereof; and all Treaties ... the supreme Law of the Land,” Art. VI, cl. 2. When the
Supremacy Clause refers to “[t]he Laws of the United States made in Pursuance [of the
Constitution],” it means federal statutes, not federal common law.

__UsS. at , 138 S.Ct. at 1668.

Justice Thomas briefly turned to whether, if the Court has flexibility in determining how
to demand that states enforce federal constitutional requirements, it should require the states to
adopt the exclusionary rule:

Even assuming the Constitution requires particular state-law remedies for federal
constitutional violations, it does not require the exclusionary rule. The “sole purpose” of
the exclusionary rule is “to deter future Fourth Amendment violations”; it does not
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‘redress’ ” or ““ ‘repair’ ” past ones. This Court has noted the lack of evidence supporting
its deterrent effect, and this Court has recognized the effectiveness of alternative deterrents
such as state tort law, state criminal law, internal police discipline, and suits under 42
U.S.C. §1983.

__US.at__ n.6,138 S.Ct. at 1680 n. 6.
Summing up, Justice Thomas concluded:

I am skeptical of this Court’s authority to impose the exclusionary rule on the States. We
have not yet revisited that question in light of our modern precedents, which reject Mapp s
essential premise that the exclusionary rule is required by the Constitution. We should do
SO.

___US.at__,138S.Ct. at 1680.


http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=42USCAS1983&originatingDoc=I84783e40633111e8bbbcd57aa014637b&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=42USCAS1983&originatingDoc=I84783e40633111e8bbbcd57aa014637b&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
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CHAPTER 2.

CONSTITUTIONAL DOCTRINES RELATING
TO LAW ENFORCEMENT CONDUCT

C. THE FOURTH AMENDMENT’S PROHIBITION AGAINST
UNREASONABLE SEARCHES AND SEIZURES

1. PoLICE ACTIVITY CONSTITUTING A “SEARCH”
a. Assisted Observations

Page 127. Insert the following new case after the Note following United States v. Jones:

CARPENTER V. UNITED STATES.

Supreme Court of the United States, 2018.
U.S. , 138 S.Ct. , 2018 WL 3073916.

B Chief Justice ROBERTS delivered the opinion of the Court.

This case presents the question whether the Government conducts a search under the Fourth
Amendment when it accesses historical cell phone records that provide a comprehensive chronicle

of the user’s past movements.
I

A

There are 396 million cell phone service accounts in the United States—for a Nation of
326 million people. Cell phones perform their wide and growing variety of functions by
connecting to a set of radio antennas called “cell sites.” Although cell sites are usually mounted
on a tower, they can also be found on light posts, flagpoles, church steeples, or the sides of
buildings. Cell sites typically have several directional antennas that divide the covered area into
sectors.

Cell phones continuously scan their environment looking for the best signal, which
generally comes from the closest cell site. Most modern devices, such as smartphones, tap into
the wireless network several times a minute whenever their signal is on, even if the owner is not
using one of the phone’s features. Each time the phone connects to a cell site, it generates a time-
stamped record known as cell-site location information (CSLI). The precision of this information
depends on the size of the geographic area covered by the cell site. The greater the concentration


http://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0258116001&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)

THE POLICE FUNCTION: 2018 SUPPLEMENT PAGE 4

of cell sites, the smaller the coverage area. As data usage from cell phones has increased, wireless
carriers have installed more cell sites to handle the traffic. That has led to increasingly compact
coverage areas, especially in urban areas.

Wireless carriers collect and store CSLI for their own business purposes, including finding
weak spots in their network and applying “roaming” charges when another carrier routes data
through their cell sites. In addition, wireless carriers often sell aggregated location records to data
brokers, without individual identifying information of the sort at issue here. While carriers have
long retained CSLI for the start and end of incoming calls, in recent years phone companies have
also collected location information from the transmission of text messages and routine data
connections. Accordingly, modern cell phones generate increasingly vast amounts of increasingly
precise CSLI.

B

In 2011, police officers arrested four men suspected of robbing a series of Radio Shack and
(ironically enough) T-Mobile stores in Detroit. One of the men confessed that, over the previous
four months, the group (along with a rotating cast of getaway drivers and lookouts) had robbed
nine different stores in Michigan and Ohio. The suspect identified 15 accomplices who had
participated in the heists and gave the FBI some of their cell phone numbers; the FBI then reviewed
his call records to identify additional numbers that he had called around the time of the robberies.

Based on that information, the prosecutors applied for court orders under the Stored
Communications Act to obtain cell phone records for petitioner Timothy Carpenter and several
other suspects. That statute, as amended in 1994, permits the Government to compel the disclosure
of certain telecommunications records when it “offers specific and articulable facts showing that
there are reasonable grounds to believe” that the records sought “are relevant and material to an
ongoing criminal investigation.” 18 U.S.C. 8§ 2703(d). Federal Magistrate Judges issued two
orders directing Carpenter’s wireless carriers—MetroPCS and Sprint—to disclose “cell/site sector
[information] for [Carpenter’s] telephone[ ] at call origination and at call termination for incoming
and outgoing calls” during the four-month period when the string of robberies occurred. The first
order sought 152 days of cell-site records from MetroPCS, which produced records spanning 127
days. The second order requested seven days of CSLI from Sprint, which produced two days of
records covering the period when Carpenter’s phone was “roaming” in northeastern Ohio.
Altogether the Government obtained 12,898 location points cataloging Carpenter’s movements—
an average of 101 data points per day.

Carpenter was charged with six counts of robbery and an additional six counts of carrying
a firearm during a federal crime of violence. Prior to trial, Carpenter moved to suppress the cell-
site data provided by the wireless carriers. He argued that the Government’s seizure of the records
violated the Fourth Amendment because they had been obtained without a warrant supported by
probable cause. The District Court denied the motion.

At trial, seven of Carpenter’s confederates pegged him as the leader of the operation. In
addition, FBI agent Christopher Hess offered expert testimony about the cell-site data. Hess
explained that each time a cell phone taps into the wireless network, the carrier logs a time-stamped
record of the cell site and particular sector that were used. With this information, Hess produced
maps that placed Carpenter’s phone near four of the charged robberies. In the Government’s view,
the location records clinched the case: They confirmed [in closing argument] that Carpenter was
“right where the ... robbery was at the exact time of the robbery.” Carpenter was convicted on all


http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=18USCAS2703&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RB&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_5ba1000067d06
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but one of the firearm counts and sentenced to more than 100 years in prison.

The Court of Appeals for the Sixth Circuit affirmed. 819 F.3d 880 (2016). The court held
that Carpenter lacked a reasonable expectation of privacy in the location information collected by
the FBI because he had shared that information with his wireless carriers. Given that cell phone
users voluntarily convey cell-site data to their carriers as “a means of establishing
communication,” the court concluded that the resulting business records are not entitled to Fourth
Amendment protection. 1d., at 888 (quoting Smith v. Maryland, 442 U.S. 735, 741, 99 S.Ct. 2577,
61 L.Ed.2d 220 (1979)).

We granted certiorari.
I
A

The Fourth Amendment protects “[t]he right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable searches and seizures.” The “basic purpose of
this Amendment,” our cases have recognized, “is to safeguard the privacy and security of
individuals against arbitrary invasions by governmental officials.” The Founding generation
crafted the Fourth Amendment as a “response to the reviled ‘general warrants’ and ‘writs of
assistance’ of the colonial era, which allowed British officers to rummage through homes in an
unrestrained search for evidence of criminal activity.” Riley v. California, [573U.S. |
134 S.Ct. 2473, 189 L.Ed.2d 430 (2014)]. In fact, as John Adams recalled, the patriot James Otis’s
1761 speech condemning writs of assistance was “the first act of opposition to the arbitrary claims
of Great Britain” and helped spark the Revolution itself.

For much of our history, Fourth Amendment search doctrine was “tied to common-law
trespass” and focused on whether the Government “obtains information by physically intruding on
a constitutionally protected area.” More recently, the Court has recognized that “property rights
are not the sole measure of Fourth Amendment violations.” In Katz v. United States, 389 U.S.
347, 351, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967), we established that “the Fourth Amendment
protects people, not places,” and expanded our conception of the Amendment to protect certain
expectations of privacy as well. When an individual “seeks to preserve something as private,” and
his expectation of privacy is “one that society is prepared to recognize as reasonable,” we have
held that official intrusion into that private sphere generally qualifies as a search and requires a
warrant supported by probable cause.

Although no single rubric definitively resolves which expectations of privacy are entitled
to protection,’ the analysis is informed by historical understandings “of what was deemed an
unreasonable search and seizure when [the Fourth Amendment] was adopted.” On this score, our
cases have recognized some basic guideposts. First, that the Amendment seeks to secure “the
privacies of life” against “arbitrary power.” Second, and relatedly, that a central aim of the

1 JUSTICE KENNEDY believes that there is such a rubric—the “property-based concepts” that Katz
purported to move beyond. But while property rights are often informative, our cases by no means suggest
that such an interest is “fundamental” or “dispositive” in determining which expectations of privacy are
legitimate. JUSTICE THOMAS (and to a large extent JUSTICE GORSUCH) would have us abandon Katz
and return to an exclusively property-based approach. Katz of course “discredited” the “premise that
property interests control,” and we have repeatedly emphasized that privacy interests do not rise or fall with
property rights. Neither party has asked the Court to reconsider Katz in this case.


http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2038656130&pubNum=0000506&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2038656130&pubNum=0000506&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&fi=co_pp_sp_506_888&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_506_888
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1979135155&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1979135155&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=0000000000&pubNum=0000780&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=0000000000&pubNum=0000780&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1967129584&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1967129584&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
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Framers was “to place obstacles in the way of a too permeating police surveillance.”

We have kept this attention to Founding-era understandings in mind when applying the
Fourth Amendment to innovations in surveillance tools. As technology has enhanced the
Government’s capacity to encroach upon areas normally guarded from inquisitive eyes, this Court
has sought to “assure [ ] preservation of that degree of privacy against government that existed
when the Fourth Amendment was adopted.” Kyllo v. United States, 533 U.S. 27, 34, 121 S.Ct.
2038, 150 L.Ed.2d 94 (2001). For that reason, we rejected in Kyllo a “mechanical interpretation”
of the Fourth Amendment and held that use of a thermal imager to detect heat radiating from the
side of the defendant’s home was a search. Because any other conclusion would leave
homeowners “at the mercy of advancing technology,” we determined that the Government—
absent a warrant—could not capitalize on such new sense-enhancing technology to explore what
was happening within the home.

Likewise in Riley, the Court recognized the “immense storage capacity” of modern cell
phones in holding that police officers must generally obtain a warrant before searching the contents
of a phone. We explained that while the general rule allowing warrantless searches incident to
arrest “strikes the appropriate balance in the context of physical objects, neither of its rationales
has much force with respect to” the vast store of sensitive information on a cell phone.

B

The case before us involves the Government’s acquisition of wireless carrier cell-site
records revealing the location of Carpenter’s cell phone whenever it made or received calls. This
sort of digital data—personal location information maintained by a third party—does not fit neatly
under existing precedents. Instead, requests for cell-site records lie at the intersection of two lines
of cases, both of which inform our understanding of the privacy interests at stake.

The first set of cases addresses a person’s expectation of privacy in his physical location
and movements. In United States v. Knotts, 460 U.S. 276, 103 S.Ct. 1081, 75 L.Ed.2d 55 (1983),
we considered the Government’s use of a “beeper” to aid in tracking a vehicle through traffic.
Police officers in that case planted a beeper in a container of chloroform before it was purchased
by one of Knotts’s co-conspirators. The officers (with intermittent aerial assistance) then followed
the automobile carrying the container from Minneapolis to Knotts’s cabin in Wisconsin, relying
on the beeper’s signal to help keep the vehicle in view. The Court concluded that the
“augment[ed]” visual surveillance did not constitute a search because “[a] person traveling in an
automobile on public thoroughfares has no reasonable expectation of privacy in his movements
from one place to another.” Since the movements of the vehicle and its final destination had been
“voluntarily conveyed to anyone who wanted to look,” Knotts could not assert a privacy interest
in the information obtained.

This Court in Knotts, however, was careful to distinguish between the rudimentary tracking
facilitated by the beeper and more sweeping modes of surveillance. The Court emphasized the
“limited use which the government made of the signals from this particular beeper” during a
discrete “automotive journey.” Significantly, the Court reserved the question whether “different
constitutional principles may be applicable” if “twenty-four hour surveillance of any citizen of this
country [were] possible.”

Three decades later, the Court considered more sophisticated surveillance of the sort
envisioned in Knotts and found that different principles did indeed apply. In United States v. Jones,


http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2001500813&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2001500813&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1983110243&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
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FBI agents installed a GPS tracking device on Jones’s vehicle and remotely monitored the
vehicle’s movements for 28 days. The Court decided the case based on the Government’s physical
trespass of the vehicle. At the same time, five Justices agreed that related privacy concerns would
be raised by, for example, “surreptitiously activating a stolen vehicle detection system” in Jones’s
car to track Jones himself, or conducting GPS tracking of his cell phone. 1d., at 426, 428 (ALITO,
J., concurring in judgment); id., at 415 (SOTOMAYOR, J., concurring). Since GPS monitoring
of a vehicle tracks “every movement” a person makes in that vehicle, the concurring Justices
concluded that “longer term GPS monitoring in investigations of most offenses impinges on
expectations of privacy”—regardless whether those movements were disclosed to the public at
large.

In a second set of decisions, the Court has drawn a line between what a person keeps to
himself and what he shares with others. We have previously held that “a person has no legitimate
expectation of privacy in information he voluntarily turns over to third parties.” Smith, 442 U.S.,
at 743-744. That remains true “even if the information is revealed on the assumption that it will
be used only for a limited purpose.” United States v. Miller, 425 U.S. 435, 443, 96 S.Ct. 1619, 48
L.Ed.2d 71 (1976). As a result, the Government is typically free to obtain such information from
the recipient without triggering Fourth Amendment protections.

This third-party doctrine largely traces its roots to Miller. While investigating Miller for
tax evasion, the Government subpoenaed his banks, seeking several months of canceled checks,
deposit slips, and monthly statements. The Court rejected a Fourth Amendment challenge to the
records collection. For one, Miller could “assert neither ownership nor possession” of the
documents; they were “business records of the banks.” For another, the nature of those records
confirmed Miller’s limited expectation of privacy, because the checks were “not confidential
communications but negotiable instruments to be used in commercial transactions,” and the bank
statements contained information “exposed to [bank] employees in the ordinary course of
business.” The Court thus concluded that Miller had “take[n] the risk, in revealing his affairs to
another, that the information [would] be conveyed by that person to the Government.”

Three years later, Smith applied the same principles in the context of information conveyed
to a telephone company. The Court ruled that the Government’s use of a pen register—a device
that recorded the outgoing phone numbers dialed on a landline telephone—was not a search.
Noting the pen register’s “limited capabilities,” the Court “doubt[ed] that people in general
entertain any actual expectation of privacy in the numbers they dial.” Telephone subscribers know,
after all, that the numbers are used by the telephone company “for a variety of legitimate business
purposes,” including routing calls. And at any rate, the Court explained, such an expectation “is
not one that society is prepared to recognize as reasonable.” When Smith placed a call, he
“voluntarily conveyed” the dialed numbers to the phone company by “expos[ing] that information
to its equipment in the ordinary course of business.” Once again, we held that the defendant
“assumed the risk” that the company’s records “would be divulged to police.”

The question we confront today is how to apply the Fourth Amendment to a new
phenomenon: the ability to chronicle a person’s past movements through the record of his cell
phone signals. Such tracking partakes of many of the qualities of the GPS monitoring we
considered in Jones. Much like GPS tracking of a vehicle, cell phone location information is
detailed, encyclopedic, and effortlessly compiled.


http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2026902885&pubNum=0000780&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&fi=co_pp_sp_780_426&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_780_426
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2026902885&pubNum=0000780&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&fi=co_pp_sp_780_415&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_780_415
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1979135155&pubNum=0000780&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&fi=co_pp_sp_780_743&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_780_743
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1979135155&pubNum=0000780&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&fi=co_pp_sp_780_743&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_780_743
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1976142361&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=1976142361&pubNum=0000708&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
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At the same time, the fact that the individual continuously reveals his location to his
wireless carrier implicates the third-party principle of Smith and Miller. But while the third-party
doctrine applies to telephone numbers and bank records, it is not clear whether its logic extends to
the qualitatively different category of cell-site records. After all, when Smith was decided in 1979,
few could have imagined a society in which a phone goes wherever its owner goes, conveying to
the wireless carrier not just dialed digits, but a detailed and comprehensive record of the person’s
movements.

We decline to extend Smith and Miller to cover these novel circumstances. Given the
unique nature of cell phone location records, the fact that the information is held by a third party
does not by itself overcome the user’s claim to Fourth Amendment protection. Whether the
Government employs its own surveillance technology as in Jones or leverages the technology of
a wireless carrier, we hold that an individual maintains a legitimate expectation of privacy in the
record of his physical movements as captured through CSLI. The location information obtained
from Carpenter’s wireless carriers was the product of a search.’

A person does not surrender all Fourth Amendment protection by venturing into the public
sphere. To the contrary, “what [one] seeks to preserve as private, even in an area accessible to the
public, may be constitutionally protected.” Katz, 389 U.S., at 351-352. A majority of this Court
has already recognized that individuals have a reasonable expectation of privacy in the whole of
their physical movements. Jones, 565 U.S., at 430 (ALITO, J., concurring in judgment); id., at
415 (SOTOMAYOR, J., concurring). Prior to the digital age, law enforcement might have pursued
a suspect for a brief stretch, but doing so “for any extended period of time was difficult and costly
and therefore rarely undertaken.” 1d., at 429 (opinion of ALITO, J.). For that reason, “society’s
expectation has been that law enforcement agents and others would not—and indeed, in the main,
simply could not—secretly monitor and catalogue every single movement of an individual’s car
for a very long period.”

Allowing government access to cell-site records contravenes that expectation. Although
such records are generated for commercial purposes, that distinction does not negate Carpenter’s
anticipation of privacy in his physical location. Mapping a cell phone’s location over the course
of 127 days provides an all-encompassing record of the holder’s whereabouts. As with GPS
information, the time-stamped data provides an intimate window into a person’s life, revealing not
only his particular movements, but through them his “familial, political, professional, religious,
and sexual associations.” These location records “hold for many Americans the ‘privacies of life.’
” And like GPS monitoring, cell phone tracking is remarkably easy, cheap, and efficient compared
to traditional investigative tools. With just the click of a button, the Government can access each
carrier’s deep repository of historical location information at practically no expense.

In fact, historical cell-site records present even greater privacy concerns than the GPS

3 The parties suggest as an alternative to their primary submissions that the acquisition of CSLI becomes a
search only if it extends beyond a limited period. See Reply Brief 12 (proposing a 24—hour cutoff); Brief
for United States 55-56 (suggesting a seven-day cutoff). As part of its argument, the Government treats
the seven days of CSLI requested from Sprint as the pertinent period, even though Sprint produced only
two days of records. *** [W]e need not decide whether there is a limited period for which the Government
may obtain an individual’s historical CSLI free from Fourth Amendment scrutiny, and if so, how long that
period might be. It is sufficient for our purposes today to hold that accessing seven days of CSLI constitutes
a Fourth Amendment search.
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monitoring of a vehicle we considered in Jones. Unlike the bugged container in Knotts or the car
in Jones, a cell phone—almost a “feature of human anatomy,”—tracks nearly exactly the
movements of its owner. While individuals regularly leave their vehicles, they compulsively carry
cell phones with them all the time. A cell phone faithfully follows its owner beyond public
thoroughfares and into private residences, doctor’s offices, political headquarters, and other
potentially revealing locales. Accordingly, when the Government tracks the location of a cell
phone it achieves near perfect surveillance, as if it had attached an ankle monitor to the phone’s
user.

Moreover, the retrospective quality of the data here gives police access to a category of
information otherwise unknowable. In the past, attempts to reconstruct a person’s movements
were limited by a dearth of records and the frailties of recollection. With access to CSLI, the
Government can now travel back in time to retrace a person’s whereabouts, subject only to the
retention polices of the wireless carriers, which currently maintain records for up to five years.
Critically, because location information is continually logged for all of the 400 million devices in
the United States—not just those belonging to persons who might happen to come under
investigation—this newfound tracking capacity runs against everyone. Unlike with the GPS
device in Jones, police need not even know in advance whether they want to follow a particular
individual, or when.

Whoever the suspect turns out to be, he has effectively been tailed every moment of every
day for five years, and the police may—in the Government’s view—call upon the results of that
surveillance without regard to the constraints of the Fourth Amendment. Only the few without
cell phones could escape this tireless and absolute surveillance.

The Government * * * contend[s], however, that the collection of CSLI should be permitted
because the data is less precise than GPS information. Not to worry, they maintain, because the
location records did “not on their own suffice to place [Carpenter] at the crime scene”; they placed
him within a wedge-shaped sector ranging from one-eighth to four square miles. Yet the Court
has already rejected the proposition that “inference insulates a search.” From the 127 days of
location data it received, the Government could, in combination with other information, deduce a
detailed log of Carpenter’s movements, including when he was at the site of the robberies. And
the Government thought the CSLI accurate enough to highlight it during the closing argument of
his trial.

At any rate, the rule the Court adopts “must take account of more sophisticated systems
that are already in use or in development.” While the records in this case reflect the state of
technology at the start of the decade, the accuracy of CSLI is rapidly approaching GPS-level
precision. As the number of cell sites has proliferated, the geographic area covered by each cell
sector has shrunk, particularly in urban areas. In addition, with new technology measuring the
time and angle of signals hitting their towers, wireless carriers already have the capability to
pinpoint a phone’s location within 50 meters. Brief for Electronic Frontier Foundation et al. as
Amici Curiae 12 (describing triangulation methods that estimate a device’s location inside a given
cell sector).

Accordingly, when the Government accessed CSLI from the wireless carriers, it invaded
Carpenter’s reasonable expectation of privacy in the whole of his physical movements.

B
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The Government’s primary contention to the contrary is that the third-party doctrine
governs this case. In its view, cell-site records are fair game because they are “business records”
created and maintained by the wireless carriers. The Government (along with JUSTICE
KENNEDY) recognizes that this case features new technology, but asserts that the legal question
nonetheless turns on a garden-variety request for information from a third-party witness.

The Government’s position fails to contend with the seismic shifts in digital technology
that made possible the tracking of not only Carpenter’s location but also everyone else’s, not for a
short period but for years and years. Sprint Corporation and its competitors are not your typical
witnesses. Unlike the nosy neighbor who keeps an eye on comings and goings, they are ever alert,
and their memory is nearly infallible. There is a world of difference between the limited types of
personal information addressed in Smith and Miller and the exhaustive chronicle of location
information casually collected by wireless carriers today. The Government thus is not asking for
a straightforward application of the third-party doctrine, but instead a significant extension of it to
a distinct category of information.

The third-party doctrine partly stems from the notion that an individual has a reduced
expectation of privacy in information knowingly shared with another. But the fact of “diminished
privacy interests does not mean that the Fourth Amendment falls out of the picture entirely.” Smith
and Miller, after all, did not rely solely on the act of sharing. Instead, they considered “the nature
of the particular documents sought” to determine whether “there is a legitimate ‘expectation of
privacy’ concerning their contents.” Smith pointed out the limited capabilities of a pen register; as
explained in Riley, telephone call logs reveal little in the way of “identifying information.” Miller
likewise noted that checks were “not confidential communications but negotiable instruments to
be used in commercial transactions.” In mechanically applying the third-party doctrine to this
case, the Government fails to appreciate that there are no comparable limitations on the revealing
nature of CSLI.

The Court has in fact already shown special solicitude for location information in the third-
party context. In Knotts, the Court relied on Smith to hold that an individual has no reasonable
expectation of privacy in public movements that he “voluntarily conveyed to anyone who wanted
to look.” But when confronted with more pervasive tracking, five Justices agreed that longer term
GPS monitoring of even a vehicle traveling on public streets constitutes a search. Jones, 565 U.S.,
at 430 (ALITO, J., concurring in judgment); id., at 415 (SOTOMAYOR, J., concurring). * * *

Neither does the second rationale underlying the third-party doctrine—voluntary
exposure—hold up when it comes to CSLI. Cell phone location information is not truly “shared”
as one normally understands the term. In the first place, cell phones and the services they provide
are “such a pervasive and insistent part of daily life” that carrying one is indispensable to
participation in modern society. Second, a cell phone logs a cell-site record by dint of its operation,
without any affirmative act on the part of the user beyond powering up. Virtually any activity on
the phone generates CSLI, including incoming calls, texts, or e-mails and countless other data
connections that a phone automatically makes when checking for news, weather, or social media
updates. Apart from disconnecting the phone from the network, there is no way to avoid leaving
behind a trail of location data. As a result, in no meaningful sense does the user voluntarily
“assume] | the risk” of turning over a comprehensive dossier of his physical movements.

We therefore decline to extend Smith and Miller to the collection of CSLI. Given the
unique nature of cell phone location information, the fact that the Government obtained the
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information from a third party does not overcome Carpenter’s claim to Fourth Amendment
protection. The Government’s acquisition of the cell-site records was a search within the meaning
of the Fourth Amendment.

* * *

Our decision today is a narrow one. We do not express a view on matters not before us:
real-time CSLI or “tower dumps” (a download of information on all the devices that connected to
a particular cell site during a particular interval). We do not disturb the application of Smith and
Miller or call into question conventional surveillance techniques and tools, such as security
cameras. Nor do we address other business records that might incidentally reveal location
information. Further, our opinion does not consider other collection techniques involving foreign
affairs or national security. As Justice Frankfurter noted when considering new innovations in
airplanes and radios, the Court must tread carefully in such cases, to ensure that we do not
“embarrass the future.”

v

Having found that the acquisition of Carpenter’s CSLI was a search, we also conclude that
the Government must generally obtain a warrant supported by probable cause before acquiring
such records. Although the “ultimate measure of the constitutionality of a governmental search is
‘reasonableness,” ” * * * “[i]n the absence of a warrant, a search is reasonable only if it falls within
a specific exception to the warrant requirement.”

The Government acquired the cell-site records pursuant to a court order issued under the
Stored Communications Act, which required the Government to show “reasonable grounds” for
believing that the records were “relevant and material to an ongoing investigation.” 18 U.S.C. 8
2703(d). That showing falls well short of the probable cause required for a warrant. The Court
usually requires “some quantum of individualized suspicion” before a search or seizure may take
place. Under the standard in the Stored Communications Act, however, law enforcement need
only show that the cell-site evidence might be pertinent to an ongoing investigation—a ““gigantic”
departure from the probable cause rule, as the Government explained below. Consequently, an
order issued under Section 2703(d) of the Act is not a permissible mechanism for accessing
historical cell-site records. Before compelling a wireless carrier to turn over a subscriber’s CSLI,
the Government’s obligation is a familiar one—get a warrant.

JUSTICE ALITO contends that the warrant requirement simply does not apply when the
Government acquires records using compulsory process. Unlike an actual search, he says,
subpoenas for documents do not involve the direct taking of evidence; they are at most a
“constructive search” conducted by the target of the subpoena. Given this lesser intrusion on
personal privacy, JUSTICE ALITO argues that the compulsory production of records is not held
to the same probable cause standard. In his view, this Court’s precedents set forth a categorical
rule—separate and distinct from the third-party doctrine—subjecting subpoenas to lenient scrutiny
without regard to the suspect’s expectation of privacy in the records.

But this Court has never held that the Government may subpoena third parties for records
in which the suspect has a reasonable expectation of privacy. Almost all of the examples JUSTICE
ALITO cites, contemplated requests for evidence implicating diminished privacy interests or for a
corporation’s own books. The lone exception, of course, is Miller, where the Court’s analysis of
the third-party subpoena merged with the application of the third-party doctrine.


http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=18USCAS2703&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RB&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_5ba1000067d06
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=18USCAS2703&originatingDoc=Iebe9c7e2761f11e89d59c04243316042&refType=RB&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_5ba1000067d06

THE POLICE FUNCTION: 2018 SUPPLEMENT PAGE 12

JUSTICE ALITO overlooks the critical issue. At some point, the dissent should recognize
that CSLI is an entirely different species of business record—something that implicates basic
Fourth Amendment concerns about arbitrary government power much more directly than corporate
tax or payroll ledgers. When confronting new concerns wrought by digital technology, this Court
has been careful not to uncritically extend existing precedents.

If the choice to proceed by subpoena provided a categorical limitation on Fourth
Amendment protection, no type of record would ever be protected by the warrant requirement.
Under Justice ALITO’s view, private letters, digital contents of a cell phone—any personal
information reduced to document form, in fact—may be collected by subpoena for no reason other
than “official curiosity.” * * * If the third-party doctrine does not apply to the “modern-day
equivalents of an individual’s own ‘papers’ or ‘effects,” ” then the clear implication is that the
documents should receive full Fourth Amendment protection. We simply think that such
protection should extend as well to a detailed log of a person’s movements over several years.

This is certainly not to say that all orders compelling the production of documents will
require a showing of probable cause. The Government will be able to use subpoenas to acquire
records in the overwhelming majority of investigations. We hold only that a warrant is required
in the rare case where the suspect has a legitimate privacy interest in records held by a third party.

Further, even though the Government will generally need a warrant to access CSLI, case-
specific exceptions may support a warrantless search of an individual’s cell-site records under
certain circumstances. “One well-recognized exception applies when * “the exigencies of the
situation” make the needs of law enforcement so compelling that [a] warrantless search is
objectively reasonable under the Fourth Amendment.” ” Such exigencies include the need to
pursue a fleeing suspect, protect individuals who are threatened with imminent harm, or prevent
the imminent destruction of evidence.

As a result, if law enforcement is confronted with an urgent situation, such fact-specific
threats will likely justify the warrantless collection of CSLI. Lower courts, for instance, have
approved warrantless searches related to bomb threats, active shootings, and child abductions. Our
decision today does not call into doubt warrantless access to CSLI in such circumstances. While
police must get a warrant when collecting CSLI to assist in the mine-run criminal investigation,
the rule we set forth does not limit their ability to respond to an ongoing emergency.

* * *

As Justice Brandeis explained in his famous dissent, the Court is obligated—as “[s]ubtler
and more far-reaching means of invading privacy have become available to the Government”—to
ensure that the “progress of science” does not erode Fourth Amendment protections. Olmstead v.
United States, 277 U.S. 438, 473-474, 48 S.Ct. 564, 72 L.Ed. 944 (1928). Here the progress of
science has afforded law enforcement a powerful new tool to carry out its important
responsibilities. At the same time, this tool risks Government encroachment of the sort the
Framers, “after consulting the lessons of history,” drafted the Fourth Amendment to prevent.

We decline to grant the state unrestricted access to a wireless carrier’s database of physical
location information. In light of the deeply revealing nature of CSLI, its depth, breadth, and
comprehensive reach, and the inescapable and automatic nature of its collection, the fact that such
information is gathered by a third party does not make it any less deserving of Fourth Amendment
protection. The Government’s acquisition of the cell-site records here was a search under that
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Amendment.

The judgment of the Court of Appeals is reversed, and the case is remanded for further
proceedings consistent with this opinion.

It is so ordered.

B JUSTICE KENNEDY, with whom JUSTICE THOMAS and JUSTICE ALITO join, dissenting.

This case involves new technology, but the Court’s stark departure from relevant Fourth
Amendment precedents and principles is, in my submission, unnecessary and incorrect, requiring
this respectful dissent.

The new rule the Court seems to formulate puts needed, reasonable, accepted, lawful, and
congressionally authorized criminal investigations at serious risk in serious cases, often when law
enforcement seeks to prevent the threat of violent crimes. And it places undue restrictions on the
lawful and necessary enforcement powers exercised not only by the Federal Government, but also
by law enforcement in every State and locality throughout the Nation. Adherence to this Court’s
longstanding precedents and analytic framework would have been the proper and prudent way to
resolve this case.

The Court has twice held that individuals have no Fourth Amendment interests in business
records which are possessed, owned, and controlled by a third party. United States v. Miller, 425
U.S. 435, 96 S.Ct. 1619, 48 L.Ed.2d 71 (1976); Smith v. Maryland, 442 U.S. 735, 99 S.Ct. 2577,
61 L.Ed.2d 220 (1979). This is true even when the records contain personal and sensitive
information. So when the Government uses a subpoena to obtain, for example, bank records,
telephone records, and credit card statements from the businesses that create and keep these
records, the Government does not engage in a search of the business’s customers within the
meaning of the Fourth Amendment.

In this case petitioner challenges the Government’s right to use compulsory process to
obtain a now-common kind of business record: cell-site records held by cell phone service
providers. The Government acquired the records through an investigative process enacted by
Congress. Upon approval by a neutral magistrate, and based on the Government’s duty to show
reasonable necessity, it authorizes the disclosure of records and information that are under the
control and ownership of the cell phone service provider, not its customer. Petitioner
acknowledges that the Government may obtain a wide variety of business records using
compulsory process, and he does not ask the Court to revisit its precedents. Yet he argues that,
under those same precedents, the Government searched his records when it used court-approved
compulsory process to obtain the cell-site information at issue here.

Cell-site records, however, are no different from the many other kinds of business records
the Government has a lawful right to obtain by compulsory process. Customers like petitioner do
not own, possess, control, or use the records, and for that reason have no reasonable expectation
that they cannot be disclosed pursuant to lawful compulsory process.

The Court today disagrees. It holds for the first time that by using compulsory process to
obtain records of a business entity, the Government has not just engaged in an impermissible
action, but has conducted a search of the business’s customer. The Court further concludes that
the search in this case was unreasonable and the Government needed to get a warrant to obtain
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more than six days of cell-site records.

In concluding that the Government engaged in a search, the Court unhinges Fourth
Amendment doctrine from the property-based concepts that have long grounded the analytic
framework that pertains in these cases. In doing so it draws an unprincipled and unworkable line
between cell-site records on the one hand and financial and telephonic records on the other.
According to today’s majority opinion, the Government can acquire a record of every credit card
purchase and phone call a person makes over months or years without upsetting a legitimate
expectation of privacy. But, in the Court’s view, the Government crosses a constitutional line
when it obtains a court’s approval to issue a subpoena for more than six days of cell-site records
in order to determine whether a person was within several hundred city blocks of a crime scene.
That distinction is illogical and will frustrate principled application of the Fourth Amendment in
many routine yet vital law enforcement operations.

It is true that the Cyber Age has vast potential both to expand and restrict individual
freedoms in dimensions not contemplated in earlier times. For the reasons that follow, however,
there is simply no basis here for concluding that the Government interfered with information that
the cell phone customer, either from a legal or commonsense standpoint, should have thought the
law would deem owned or controlled by him.

* * *

Major cell phone service providers keep cell-site records for long periods of time. There
is no law requiring them to do so. Instead, providers contract with their customers to collect and
keep these records because they are valuable to the providers. Among other things, providers
aggregate the records and sell them to third parties along with other information gleaned from cell
phone usage. This data can be used, for example, to help a department store determine which of
various prospective store locations is likely to get more foot traffic from middle-aged women who
live in affluent zip codes. The market for cell phone data is now estimated to be in the billions of
dollars. See Brief for Technology Experts as Amici Curiae 23.

* * *

The first Clause of the Fourth Amendment provides that “the right of the people to be
secure in their persons, houses, papers, and effects, against unreasonable searches and seizures,
shall not be violated.” The customary beginning point in any Fourth Amendment search case is
whether the Government’s actions constitute a “search” of the defendant’s person, house, papers,
or effects, within the meaning of the constitutional provision. If so, the next question is whether
that search was reasonable.

Here the only question necessary to decide is whether the Government searched anything
of Carpenter’s when it used compulsory process to obtain cell-site records from Carpenter’s cell
phone service providers. This Court’s decisions in Miller and Smith dictate that the answer is no,
as every Court of Appeals to have considered the question has recognized.

A

Miller and Smith hold that individuals lack any protected Fourth Amendment interests in
records that are possessed, owned, and controlled only by a third party. * * * The principle
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established in Miller and Smith is correct for two reasons, the first relating to a defendant’s
attenuated interest in property owned by another, and the second relating to the safeguards inherent
in the use of compulsory process.

First, Miller and Smith placed necessary limits on the ability of individuals to assert Fourth
Amendment interests in property to which they lack a “requisite connection.” Fourth Amendment
rights, after all, are personal. The Amendment protects “[t]he right of the people to be secure in
their ... persons, houses, papers, and effects”—not the persons, houses, papers, and effects of
others. (Emphasis added.)

The concept of reasonable expectations of privacy, first announced in Katz v. United States,
389 U.S. 347,88 S.Ct. 507, 19 L.Ed.2d 576 (1967), sought to look beyond the “arcane distinctions
developed in property and tort law” in evaluating whether a person has a sufficient connection to
the thing or place searched to assert Fourth Amendment interests in it. Yet “property concepts”
are, nonetheless, fundamental “in determining the presence or absence of the privacy interests
protected by that Amendment.” This is so for at least two reasons. First, as a matter of settled
expectations from the law of property, individuals often have greater expectations of privacy in
things and places that belong to them, not to others. And second, the Fourth Amendment’s
protections must remain tethered to the text of that Amendment, which, again, protects only a
person’s own “persons, houses, papers, and effects.”

Katz did not abandon reliance on property-based concepts. * * *

Miller and Smith set forth an important and necessary limitation on the Katz framework.
They rest upon the commonsense principle that the absence of property law analogues can be
dispositive of privacy expectations. The defendants in those cases could expect that the third-party
businesses could use the records the companies collected, stored, and classified as their own for
any number of business and commercial purposes. The businesses were not bailees or custodians
of the records, with a duty to hold the records for the defendants’ use. The defendants could make
no argument that the records were their own papers or effects. The records were the business
entities’ records, plain and simple. The defendants had no reason to believe the records were
owned or controlled by them and so could not assert a reasonable expectation of privacy in the
records.

The second principle supporting Miller and Smith is the longstanding rule that the
Government may use compulsory process to compel persons to disclose documents and other
evidence within their possession and control. A subpoena is different from a warrant in its force
and intrusive power. While a warrant allows the Government to enter and seize and make the
examination itself, a subpoena simply requires the person to whom it is directed to make the
disclosure. A subpoena, moreover, provides the recipient the “opportunity to present objections”
before complying, which further mitigates the intrusion.

For those reasons this Court has held that a subpoena for records, although a “constructive”
search subject to Fourth Amendment constraints, need not comply with the procedures applicable
to warrants—even when challenged by the person to whom the records belong. Rather, a subpoena
complies with the Fourth Amendment’s reasonableness requirement so long as it is “ ‘sufficiently
limited in scope, relevant in purpose, and specific in directive so that compliance will not be
unreasonably burdensome.” ” Persons with no meaningful interests in the records sought by a
subpoena, like the defendants in Miller and Smith, have no rights to object to the records’
disclosure—much less to assert that the Government must obtain a warrant to compel disclosure
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of the records.

Based on Miller and Smith and the principles underlying those cases, it is well established
that subpoenas may be used to obtain a wide variety of records held by businesses, even when the
records contain private information. * * *

B

Carpenter does not * * * ask the Court to reconsider Miller and Smith. Carpenter argues
only that, under Miller and Smith, the Government may not use compulsory process to acquire
cell-site records from cell phone service providers.

There is no merit in this argument. Cell-site records * * * are created, kept, classified,
owned, and controlled by cell phone service providers, which aggregate and sell this information
to third parties. * * *

Because Carpenter lacks a requisite connection to the cell-site records, he also may not
claim a reasonable expectation of privacy in them. He could expect that a third party—the cell
phone service provider—could use the information it collected, stored, and classified as its own
for a variety of business and commercial purposes.

All this is not to say that Miller and Smith are without limits. Miller and Smith may not
apply when the Government obtains the modern-day equivalents of an individual’s own “papers”
or “effects,” even when those papers or effects are held by a third party. See Ex parte Jackson, 96
U.S. 727, 733, 24 L.Ed. 877 (1878) (letters held by mail carrier); United States v. Warshak, 631
F.3d 266, 283-288 (C.A.6 2010) (e-mails held by Internet service provider). * * * [H]owever,
this case does not involve property or a bailment of that sort. Here the Government’s acquisition
of cell-site records falls within the heartland of Miller and Smith.

* * *

Under Miller and Smith, then, a search of the sort that requires a warrant simply did not
occur when the Government used court-approved compulsory process, based on a finding of
reasonable necessity, to compel a cell phone service provider, as owner, to disclose cell-site
records.

Il
The Court rejects a straightforward application of Miller and Smith. * * *

In my respectful view the majority opinion misreads this Court’s precedents, old and
recent, and transforms Miller and Smith into an unprincipled and unworkable doctrine. The
Court’s newly conceived constitutional standard will cause confusion; will undermine traditional
and important law enforcement practices; and will allow the cell phone to become a protected
medium that dangerous persons will use to commit serious crimes.

* * *

The Court appears, in my respectful view, to read Miller and Smith to establish a balancing
test. For each “qualitatively different category” of information, the Court suggests, the privacy
will have dramatic consequences for law enforcement, courts, and society as a whole. * * *

The Court’s decision also will have ramifications that extend beyond cell-site records to
other kinds of information held by third parties, yet the Court fails “to provide clear guidance to
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law enforcement” and courts on key issues raised by its reinterpretation of Miller and Smith.

* * *

[Clourts and law enforcement officers will have to guess how much of that information
can be requested before a warrant is required. The Court suggests that less than seven days of
location information may not require a warrant. But the Court does not explain why that is so, and
nothing in its opinion even alludes to the considerations that should determine whether greater or
lesser thresholds should apply to information like IP addresses or website browsing history.

* * *

In short, the Court’s new and uncharted course will inhibit law enforcement and “keep
defendants and judges guessing for years to come.”

* * %

These reasons all lead to this respectful dissent.

M Justice THOMAS, dissenting.

This case should not turn on “whether” a search occurred. It should turn, instead, on whose
property was searched. The Fourth Amendment guarantees individuals the right to be secure from
unreasonable searches of “their persons, houses, papers, and effects.” (Emphasis added.) * * *
By obtaining the cell-site records of MetroPCS and Sprint, the Government did not search
Carpenter’s property. He did not create the records, he does not maintain them, he cannot control
them, and he cannot destroy them. Neither the terms of his contracts nor any provision of law
makes the records his. The records belong to MetroPCS and Sprint.

* * *

The more fundamental problem with the Court’s opinion, however, is its use of the
“reasonable expectation of privacy” test, which was first articulated by Justice Harlan in Katz v.
United States, 389 U.S. 347, 360-361, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967) (concurring opinion).
The Katz test has no basis in the text or history of the Fourth Amendment. And, it invites courts
to make judgments about policy, not law. * * *

Because the Katz test is a failed experiment, this Court is dutybound to reconsider it. Until
it does, 1 agree with my dissenting colleagues’ reading of our precedents. Accordingly, |
respectfully dissent.

B JUSTICE ALITO, with whom JUSTICE THOMAS joins, dissenting.

I share the Court’s concern about the effect of new technology on personal privacy, but |
fear that today’s decision will do far more harm than good. The Court’s reasoning fractures two
fundamental pillars of Fourth Amendment law, and in doing so, it guarantees a blizzard of
litigation while threatening many legitimate and valuable investigative practices upon which law
enforcement has rightfully come to rely.

First, the Court ignores the basic distinction between an actual search (dispatching law
enforcement officers to enter private premises and root through private papers and effects) and an
order merely requiring a party to look through its own records and produce specified documents.
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The former, which intrudes on personal privacy far more deeply, requires probable cause; the latter
does not. Treating an order to produce like an actual search, as today’s decision does, is
revolutionary. It violates both the original understanding of the Fourth Amendment and more than
a century of Supreme Court precedent. Unless it is somehow restricted to the particular situation
in the present case, the Court’s move will cause upheaval. Must every grand jury subpoena duces
tecum be supported by probable cause? If so, investigations of terrorism, political corruption,
white-collar crime, and many other offenses will be stymied. * * *

Second, the Court allows a defendant to object to the search of a third party’s property.
This also is revolutionary. The Fourth Amendment protects “[t]he right of the people to be secure
in their persons, houses, papers, and effects” (emphasis added), not the persons, houses, papers,
and effects of others. Until today, we have been careful to heed this fundamental feature of the
Amendment’s text. * * *

By departing dramatically from these fundamental principles, the Court destabilizes long-
established Fourth Amendment doctrine. We will be making repairs—or picking up the pieces—
for a long time to come.

* * *

All of this is unnecessary. In the Stored Communications Act, Congress addressed the
specific problem at issue in this case. The Act restricts the misuse of cell-site records by cell
service providers, something that the Fourth Amendment cannot do. The Act also goes beyond
current Fourth Amendment case law in restricting access by law enforcement. It permits law
enforcement officers to acquire cell-site records only if they meet a heightened standard and obtain
a court order. If the American people now think that the Act is inadequate or needs updating, they
can turn to their elected representatives to adopt more protective provisions. Because the
collection and storage of cell-site records affects nearly every American, it is unlikely that the
question whether the current law requires strengthening will escape Congress’s notice.

Legislation is much preferable to the development of an entirely new body of Fourth
Amendment caselaw for many reasons, including the enormous complexity of the subject, the need
to respond to rapidly changing technology, and the Fourth Amendment’s limited scope. The
Fourth Amendment restricts the conduct of the Federal Government and the States; it does not
apply to private actors. But today, some of the greatest threats to individual privacy may come
from powerful private companies that collect and sometimes misuse vast quantities of data about
the lives of ordinary Americans. Iftoday’s decision encourages the public to think that this Court
can protect them from this looming threat to their privacy, the decision will mislead as well as
disrupt. And if holding a provision of the Stored Communications Act to be unconstitutional
dissuades Congress from further legislation in this field, the goal of protecting privacy will be
greatly disserved.

The desire to make a statement about privacy in the digital age does not justify the
consequences that today’s decision is likely to produce.

B JUSTICE GORSUCH, dissenting.

In the late 1960s this Court suggested for the first time that a search triggering the Fourth
Amendment occurs when the government violates an “expectation of privacy” that “society is
prepared to recognize as ‘reasonable.” ” Katz v. United States, 389 U.S. 347, 361, 88 S.Ct. 507,
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19 L.Ed.2d 576 (1967) (Harlan, J., concurring). Then, in a pair of decisions in the 1970s applying
the Katz test, the Court held that a “reasonable expectation of privacy” doesn’t attach to
information shared with “third parties.” See Smith v. Maryland, 442 U.S. 735, 743-744, 99 S.Ct.
2577,61 L.Ed.2d 220 (1979); United States v. Miller, 425 U.S. 435, 443, 96 S.Ct. 1619, 48 L.Ed.2d
71 (1976). By these steps, the Court came to conclude, the Constitution does nothing to limit
investigators from searching records you’ve entrusted to your bank, accountant, and maybe even
your doctor.

* * *

*** | cannot fault the Sixth Circuit for holding that Smith and Miller extinguish any Katz-
based Fourth Amendment interest in third party cell-site data. That is the plain effect of their
categorical holdings . Nor can | fault the Court today for its implicit but unmistakable conclusion
that the rationale of Smith and Miller is wrong; indeed, | agree with that. The Sixth Circuit was
powerless to say so, but this Court can and should. At the same time, | do not agree with the
Court’s decision today to keep Smith and Miller on life support and supplement them with a new
and multilayered inquiry that seems to be only Katz-squared. Returning there, 1 worry, promises
more trouble than help. Instead, I would look to a more traditional Fourth Amendment approach.
Even if Katz may still supply one way to prove a Fourth Amendment interest, it has never been
the only way. Neglecting more traditional approaches may mean failing to vindicate the full
protections of the Fourth Amendment.

Our case offers a cautionary example. It seems to me entirely possible a person’s cell-site
data could qualify as his papers or effects under existing law. Yes, the telephone carrier holds the
information. But 47 U.S.C. § 222 designates a customer’s cell-site location information as
“customer proprietary network information” (CPNI), § 222(h)(1)(A), and gives customers certain
rights to control use of and access to CPNI about themselves. The statute generally forbids a
carrier to “use, disclose, or permit access to individually identifiable” CPNI without the customer’s
consent, except as needed to provide the customer’s telecommunications services. § 222(c)(1). It
also requires the carrier to disclose CPNI “upon affirmative written request by the customer, to
any person designated by the customer.” 8 222(c)(2). Congress even afforded customers a private
cause of action for damages against carriers who violate the Act’s terms. § 207. Plainly, customers
have substantial legal interests in this information, including at least some right to include, exclude,
and control its use. Those interests might even rise to the level of a property right.

The problem is that we do not know anything more. Before the district court and court of
appeals, Mr. Carpenter pursued only a Katz “reasonable expectations” argument. He did not
invoke the law of property or any analogies to the common law, either there or in his petition for
certiorari. Even in his merits brief before this Court, Mr. Carpenter’s discussion of his positive
law rights in cell-site data was cursory. He offered no analysis, for example, of what rights state
law might provide him in addition to those supplied by 8 222. In these circumstances, | cannot
help but conclude—reluctantly—that Mr. Carpenter forfeited perhaps his most promising line of
argument.

** * | jtigants have had fair notice * * * that arguments like these may vindicate Fourth
Amendment interests even where Katz arguments do not. Yet the arguments have gone unmade,
leaving courts to the usual Katz handwaving. These omissions do not serve the development of a
sound or fully protective Fourth Amendment jurisprudence.
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3. APPLYING THE “STANDING” REQUIREMENT

Page 154. After Rakas v. lllinois, renumber existing note 1 as note 1-a and insert the
following new note 1:

1. Privacy in rental vehicles. Under what circumstances does a person driving a rented
vehicle have a privacy interest in that vehicle and to what extent is this affected by the terms of
the rental agreement? The Supreme Court addressed this in Byrd v. United States,  U.S. |
138 S.Ct. 1518 (2018).

The facts of Byrd were set out by the Court as follows:

On September 17, 2014, petitioner Terrence Byrd and Latasha Reed drove in
Byrd’s Honda Accord to a Budget car-rental facility in Wayne, New Jersey. Byrd stayed
in the parking lot in the Honda while Reed went to the Budget desk and rented a Ford
Fusion. The agreement Reed signed required her to certify that she had a valid driver’s
license and had not committed certain vehicle-related offenses within the previous three
years. An addendum to the agreement, which Reed initialed, provides the following
restriction on who may drive the rental car:

“I understand that the only ones permitted to drive the vehicle other than the renter
are the renter’s spouse, the renter’s co-employee (with the renter’s permission, while
on company business), or a person who appears at the time of the rental and signs an
Additional Driver Form. These other drivers must also be at least 25 years old and
validly licensed.

“PERMITTING AN UNAUTHORIZED DRIVER TO OPERATE THE VEHICLE
IS A VIOLATION OF THE RENTAL AGREEMENT. THIS MAY RESULT IN
ANY AND ALL COVERAGE OTHERWISE PROVIDED BY THE RENTAL
AGREEMENT BEING VOID AND MY BEING FULLY RESPONSIBLE FOR
ALL LOSS OR DAMAGE, INCLUDING LIABILITY TO THIRD PARTIES.”

In filling out the paperwork for the rental agreement, Reed did not list an additional driver.

With the rental keys in hand, Reed returned to the parking lot and gave them to
Byrd. The two then left the facility in separate cars—she in his Honda, he in the rental car.
Byrd returned to his home in Patterson, New Jersey, and put his personal belongings in the
trunk of the rental car. Later that afternoon, he departed in the car alone and headed toward
Pittsburgh, Pennsylvania.

About half way to Pittsburgh, Byrd was stopped by a state trooper, who was soon joined
by two other troopers. The troopers searched the car and found 49 bricks of heroin in the trunk.
Charged with possession of the heroin, Byrd unsuccessfully moved to suppress it. The District
Court held that because he was not an authorized driver under the rental agreement he lacked
standing to challenge the search and on appeal following Byrd’s conviction this ruling was
affirmed.

A unanimous Court held the lower courts had erred in holding Byrd’s absence from the
rental agreement was controlling: “The Court sees no reason why the expectation of privacy that
comes from lawful possession and control and the attendant right to exclude would differ
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depending on whether the car in question is rented or privately owned by someone other than the
person in current possession of it * * *” Addressing this in more detail, the Court explained:

The Government * * * stresses that Byrd’s driving the rental car violated the rental
agreement that Reed signed, and it contends this violation meant Byrd could not have had
any basis for claiming an expectation of privacy in the rental car at the time of the search.
As anyone who has rented a car knows, car-rental agreements are filled with long lists of
restrictions. Examples include prohibitions on driving the car on unpaved roads or driving
while using a handheld cellphone. Few would contend that violating provisions like these
has anything to do with a driver’s reasonable expectation of privacy in the rental car—as
even the Government agrees.

Despite this concession, the Government argues that permitting an unauthorized
driver to take the wheel is a breach different in kind from these others, so serious that
the rental company would consider the agreement “void” the moment an unauthorized
driver takes the wheel. To begin with, that is not what the contract says. It states:
“Permitting an unauthorized driver to operate the vehicle is a violation of the rental
agreement. This may result in any and all coverage otherwise provided by the rental
agreement being void and my being fully responsible for all loss or damage, including
liability to third parties.” (emphasis deleted).

Putting the Government’s misreading of the contract aside, there may be countless
innocuous reasons why an unauthorized driver might get behind the wheel of a rental car
and drive it—perhaps the renter is drowsy or inebriated and the two think it safer for the
friend to drive them to their destination. True, this constitutes a breach of the rental
agreement, and perhaps a serious one, but the Government fails to explain what bearing
this breach of contract, standing alone, has on expectations of privacy in the car. Stated in
different terms, for Fourth Amendment purposes there is no meaningful difference between
the authorized-driver provision and the other provisions the Government agrees do not
eliminate an expectation of privacy, all of which concern risk allocation between private
parties—violators might pay additional fees, lose insurance coverage, or assume liability
for damage resulting from the breach. But that risk allocation has little to do with whether
one would have a reasonable expectation of privacy in the rental car if, for example, he or
she otherwise has lawful possession of and control over the car.

___US. at , 138 S.Ct. at 1529. “[T]he mere fact that a driver in lawful possession or control
of a rental car is not listed on the rental agreement,” the Court summarized, “will not defeat his or
her otherwise reasonable expectation of privacy.”

The Government, for the first time before the Supreme Court, made an alternative
argument. Rakas, it contended, made clear a car thief would have no reasonable expectation of
privacy in the stolen automobile. The Court described and addressed the Government’s argument
based on this:

[T]he Government asserts that, on the facts here, Byrd should have no greater expectation
of privacy than a car thief because he intentionally used a third party as a strawman in a
calculated plan to mislead the rental company from the very outset, all to aid him in
committing a crime. This argument is premised on the Government’s inference that Byrd
knew he would not have been able to rent the car on his own, because he would not have
satisfied the rental company’s requirements based on his criminal record, and that he used
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Reed, who had no intention of using the car for her own purposes, to procure the car for
him to transport heroin to Pittsburgh.

It is unclear whether the Government’s allegations, if true, would constitute a
criminal offense in the acquisition of the rental car under applicable law. And it may be
that there is no reason that the law should distinguish between one who obtains a vehicle
through subterfuge of the type the Government alleges occurred here and one who steals
the car outright.

The Government did not raise this argument in the District Court or the Court of
Appeals, however. It relied instead on the sole fact that Byrd lacked authorization to drive
the car. And it is unclear from the record whether the Government’s inferences paint an
accurate picture of what occurred. Because it was not addressed in the District Court or
Court of Appeals, the Court declines to reach this question. The proper course is to remand
for the argument and potentially further factual development to be considered in the first
instance by the Court of Appeals or by the District Court.

___US.at__,138S.Ct at 1529-30.
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CHAPTER 4.

DETENTION OF PERSONS AND
RELATED SEARCHES

B. ARRESTS AND ASSOCIATED SEARCHES

Page 253. Insert the following in the Editors’ Introduction: Arrests and Their Validity at
the end of the unit titled “Probable Cause Requirement—In General”:

Whether officers had probable cause for warrantless arrests was considered in District of
Columbiav. Wesby,  U.S. 138 S.Ct. 577 (2018). Officers responded to a complaint about
loud music and illegal activities at a house reported as having been vacant for several months:

They immediately observed that the inside of the house ““ ‘was in disarray’ ” and looked
like “ “a vacant property.” ” The officers smelled marijuana and saw beer bottles and cups
of liquor on the floor. In fact, the floor was so dirty that one of the partygoers refused to
sit on it while being questioned. Although the house had working electricity and
plumbing, it had no furniture downstairs other than a few padded metal chairs. The only
other signs of habitation were blinds on the windows, food in the refrigerator, and toiletries
in the bathroom.

In the living room, the officers found a makeshift strip club. Several women were
wearing only bras and thongs, with cash tucked into their garter belts. The women were
giving lap dances while other partygoers watched. Most of the onlookers were holding
cash and cups of alcohol. After seeing the uniformed officers, many partygoers scattered
into other parts of the house.

The officers found more debauchery upstairs. A naked woman and several men
were in the bedroom. A bare mattress—the only one in the house—was on the floor,
along with some lit candles and multiple open condom wrappers. A used condom was on
the windowsill. The officers found one partygoer hiding in an upstairs closet, and another
who had shut himself in the bathroom and refused to come out.

The officers found a total of 21 people in the house. After interviewing all 21, the
officers did not get a clear or consistent story. Many partygoers said they were there for
a bachelor party, but no one could identify the bachelor. Each of the partygoers claimed
that someone had invited them to the house, but no one could say who. Two of the
women working the party said that a woman named “Peaches” or “Tasty” was renting
the house and had given them permission to be there.

“Peaches” was not present but was reached by the officers via telephone. Peaches acknowledged
inviting the partiers and finally admitted she had no authority to occupy or invite others into the
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premises. All 21 persons were arrested for unlawful entry. 16 of those arrested sued the officers
claiming among other things that the arrests were without probable cause. Unlawful entry requires
proof that the person knew or at least had reason to believe the person’s entry was against the will
of the owner. Did the officers have probable cause to believe the plaintiffs committed unlawful

entry?

The Court first discussed probable cause in the arrest context generally, citing—among
other authority—Illinois v. Gates, 462 U.S. 213, 103 S.Ct. 2317 (1983) (reprinted at page 170 of
the text):

Because probable cause “deals with probabilities and depends on the totality of the
circumstances,” it is “a fluid concept” that is “not readily, or even usefully, reduced to a
neat set of legal rules.” It “requires only a probability or substantial chance of criminal
activity, not an actual showing of such activity.” Probable cause “is not a high bar.”

___US.at__,138S.Ct at 586.

Specifically, the Weshy majority continued, the court below had erred in reasoning that
probable cause was lacking because the information on which the officers acted did not contradict
the plaintiffs’ claim that Peaches had invited the plaintiffs into the residence. Since the officers
lacked information to support a belief that plaintiffs had at least reason to believe their entry into
the premises was against the will of the actual owner, the court below had concluded, the officers
lacked probable cause. Rejecting this analysis, the Supreme Court explained:

[P]robable cause does not require officers to rule out a suspect’s innocent explanation for
suspicious facts. As we have explained, “the relevant inquiry is not whether particular
conduct is ‘innocent’ or ‘guilty,” but the degree of suspicion that attaches to particular types
of noncriminal acts.” Gates, 462 U.S., at 244, n. 13, 103 S.Ct. 2317. Thus, the [court
below] should have asked whether a reasonable officer could conclude—considering all of
the surrounding circumstances, including the plausibility of the explanation itself—that
there was a “substantial chance of criminal activity.” Ibid.

___US.at__,138S.Ct at588.

“[T]he totality of the circumstances,” Wesby continued, “gave the officers plenty of reasons
to doubt the partygoers’ protestations of innocence.” Ultimately, “[v]iewing these circumstances
as a whole, a reasonable officer could conclude that there was probable cause to believe the
partygoers knew they did not have permission to be in the house.” _ U.S.at __, 138 S.Ct. at
588-89. Thus the arrests were supported by the required probable cause.
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D. TRAFFIC STOPS

3. Race-Related Issues in the Use of Traffic Stops

Page 385. Insert the following Editors’ Note after the Note on pages 384-85:

EDITORS’ NOTE: STATUTORY BARS TO RACIAL PROFILING

A number of jurisdictions have statutory bars to racial profiling. A Kansas statute, for
example, provides:

It is unlawful to use racial or other biased-based policing in:

(a) Determining the existence of probable cause to take into custody or to arrest an
individual;
(b) constituting a reasonable and articulable suspicion that an offense has been or is

being committed so as to justify the detention of an individual or the investigatory stop of
a vehicle; or

(c) determining the existence of probable cause to conduct a search of an individual or
a conveyance.”

K.S.A. 2014 Supp. 22-4609. K.S.A. 2014 Supp. 22-4606(d) specifies “ ‘Racial or other biased-
based policing’ means the unreasonable use of race, ethnicity, national origin, gender or religion
by a law enforcement officer in deciding to initiate an enforcement action.”

What is required to show that police action amounts to racial profiling under these statutes
and may or must a trial judge exclude evidence tainted by racial profiling?

In State v. Gray, 306 Kan. 1287, 306 P.3d 1220 (2017), the Kansas Supreme Court held
that a criminal defendant was, as a matter of state law, entitled to suppression of evidence obtained
in violation of the statutory declaration that racial-based policing was unlawful. In Gray,
defendant Gray sought suppression of evidence obtained following a traffic stop. The court
summarized the testimony at the hearing:

The State called Deputy Brandon Huntley of the Harvey County Sheriff’s Office,
who had arrested Gray. The deputy saw a Ford Focus driving north on Interstate 135 (I-
135) between Wichita and Newton at approximately 2 a.m. on November 10, 2013. The
deputy decided to follow the car; he explained he initially had no reason for doing so other
than the fact the car was there. He ran a check on the license plate and learned it was
registered to a woman in Salina. The deputy explained that he continued to follow the car
because, through his “extensive experience with drug interdiction, specifically on 1-135,
[he had] often found ... narcotics or illegal narcotics trafficking from Sedgwick County or
the City of Wichita to Saline County or the City of Salina.” On cross-examination, he
affirmed he did not automatically assume every car traveling north through Harvey County
with a Saline County tag was involved in drug activity. In this case he was suspicious,
however, noting that the car’s travel circumstances were among the “many indicators.”
The deputy acknowledged the driver did not speed, change speed, or take evasive action
when the driver might have observed the patrol car.


http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1001553&cite=KSSTS22-4609&originatingDoc=Icc1c1c50bb3311e7b38a81315a4346f0&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)
http://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1001553&cite=KSSTS22-4606&originatingDoc=Icc1c1c50bb3311e7b38a81315a4346f0&refType=SP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.History*oc.DocLink)#co_pp_5ba1000067d06

THE POLICE FUNCTION: 2018 SUPPLEMENT PAGE 26

At Newton, the Ford Focus exited 1-135, and the deputy followed. As the Ford
Focus drove through a roundabout with street lighting, the deputy could see that the driver,
later identified as Gray, was male. The deputy testified he had “often found in [his]
experience in drug interdiction” that male drivers of vehicles registered to women “are
involved in illegal activity or criminal activity because they don’t want to be attached or
their name to be attached to anything.” The deputy became more suspicious when Gray
drove to a gas station, where he pulled up to the pumps on what the deputy incorrectly
believed to be the side of the car without the gas cap. Gray exited the car and went inside
without pumping gas. The deputy testified that it was at this point he first observed that
Gray was African-American. When Gray walked back to his car, he looked around 360
degrees, got into the Ford Focus, and stayed there for a minute before driving away.

The deputy followed the car. During his testimony, he admitted he was looking for
a traffic infraction to pull the car over and, although the driver made several turns without
incident, at a final turn the deputy observed a failure to signal. The deputy activated his
sirens and stopped the car. During Gray’s testimony, he insisted he had turned on his turn
signal. On further questioning, however, Gray admitted that on the last turn he did so only
after he reached the intersection; he did not signal during the last 100 feet before the turn.

Gray testified that after he was pulled over he told the deputy he believed he had
been a victim of racial profiling. According to Gray, the deputy said, “I’m just doing my
job.” Gray initially gave the deputy false information about his identity and later attempted
to run away. The deputy and a Newton police officer, who had responded as backup,
apprehended Gray and placed him under arrest. The deputy then learned Gray’s identity
and determined he had outstanding out-of-state warrants and a suspended driver’s license.
The police officer transported Gray to the Harvey County Detention Center and found
marijuana and cocaine on Gray.

The trial court refused to suppress the marijuana, cocaine and other evidence, apparently finding
that the testimony did not show the deputy stopped Gray because of Gray’s race.

Remanding for another hearing, the Kansas Supreme Court addressed how the trial court
should address the issue and why the finding it made was not sufficient:

[The trial court’s] conclusions about the cause of the stop are simply not nuanced enough
to encompass whether race was used by the deputy in his decisionmaking process. Race
may not have caused the traffic stop—i.e., it may not have produced the result. See Black’s
Law Dictionary 265 (10th ed. 2014) (defining “cause”). In fact, the stop may have occurred
even if Gray’s race had not been identifiable. See Black’s Law Dictionary 265 (defining
“actual cause” as “but-for cause,” meaning “[t]he cause without which the event could not
have occurred”). But race still may have been employed, or used, as a factor in the deputy’s
decision, and race may have given weight to those but-for reasons the deputy identified as
the causes for his decision to initiate the traffic stop.

306 Kan. At 1299-1300, 306 P.3d at 1228 (emphasis in original). It added: “[T]he district judge—
or at least the words he used—focused on causation, which can be subtly—Dbut in this context,
significantly—different from use. We simply do not have conclusions from the district court about
whether race was used in the deputy’s decision, or whether such use, if it occurred, was
unreasonable.”
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Gray emphasized it was addressing only Kansas defendants’ state law racial motivation
issue and distinguished any federal constitutional considerations.
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CHAPTER 5.

“WARRANTLESS” SEARCHES

D. SEARCHES AND SEIZURE OF VEHICLES

1. The “Vehicle” Exception to the Search Warrant Requirement

Page 482. Add the following case after the Notes following Chambers v. Maroney:

COLLINS V. VIRGINIA.
Supreme Court of the United States, 2018.
U.S. , 138 S.Ct. 1663.

B Justice SOTOMAYOR delivered the opinion of the Court.

This case presents the question whether the automobile exception to the Fourth
Amendment permits a police officer, uninvited and without a warrant, to enter the curtilage of a
home in order to search a vehicle parked therein. * * *

Officer Matthew McCall of the Albemarle County Police Department in Virginia saw the
driver of an orange and black motorcycle with an extended frame commit a traffic infraction. The
driver eluded Officer McCall’s attempt to stop the motorcycle. A few weeks later, Officer David
Rhodes of the same department saw an orange and black motorcycle traveling well over the speed
limit, but the driver got away from him, too. The officers compared notes and concluded that the
two incidents involved the same motorcyclist.

Upon further investigation, the officers learned that the motorcycle likely was stolen and
in the possession of petitioner Ryan Collins. After discovering photographs on Collins’ Facebook
profile that featured an orange and black motorcycle parked at the top of the driveway of a house,
Officer Rhodes tracked down the address of the house, drove there, and parked on the street. It
was later established that Collins’ girlfriend lived in the house and that Collins stayed there a few
nights per week.

From his parked position on the street, Officer Rhodes saw what appeared to be a
motorcycle with an extended frame covered with a white tarp, parked at the same angle and in the
same location on the driveway as in the Facebook photograph. Officer Rhodes, who did not have
a warrant, exited his car and walked toward the house. He stopped to take a photograph of the
covered motorcycle from the sidewalk, and then walked onto the residential property and up to the
top of the driveway to where the motorcycle was parked. In order “to investigate further,” Officer
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Rhodes pulled off the tarp, revealing a motorcycle that looked like the one from the speeding
incident. He then ran a search of the license plate and vehicle identification numbers, which
confirmed that the motorcycle was stolen. After gathering this information, Officer Rhodes took
a photograph of the uncovered motorcycle, put the tarp back on, left the property, and returned to
his car to wait for Collins.

Shortly thereafter, Collins returned home. Officer Rhodes walked up to the front door of
the house and knocked. Collins answered, agreed to speak with Officer Rhodes, and admitted that
the motorcycle was his and that he had bought it without title. Officer Rhodes then arrested
Collins.

Collins was indicted by a Virginia grand jury for receiving stolen property. He filed a
pretrial motion to suppress the evidence that Officer Rhodes had obtained as a result of the
warrantless search of the motorcycle. Collins argued that Officer Rhodes had trespassed on the
curtilage of the house to conduct an investigation in violation of the Fourth Amendment. The trial
court denied the motion and Collins was convicted.

The Court of Appeals of Virginia affirmed. It assumed that the motorcycle was parked in
the curtilage of the home and held that Officer Rhodes had probable cause to believe that the
motorcycle under the tarp was the same motorcycle that had evaded him in the past. It further
concluded that Officer Rhodes’ actions were lawful under the Fourth Amendment even absent a
warrant because ‘“numerous exigencies justified both his entry onto the property and his moving
the tarp to view the motorcycle and record its identification number.” 65 Va.App. 37, 46, 773
S.E.2d 618, 623 (2015).

The Supreme Court of Virginia affirmed on different reasoning. It explained that the case
was most properly resolved with reference to the Fourth Amendment’s automobile exception. 292
Va. 486, 496-501, 790 S.E.2d 611, 616618 (2016). Under that framework, it held that Officer
Rhodes had probable cause to believe that the motorcycle was contraband, and that the warrantless
search therefore was justified.

We granted certiorari* * *.
I

The Fourth Amendment provides in relevant part that the “right of the people to be secure
in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not
be violated.” This case arises at the intersection of two components of the Court’s Fourth
Amendment jurisprudence: the automobile exception to the warrant requirement and the protection
extended to the curtilage of a home.

A
1
The Court has held that the search of an automobile can be reasonable without a warrant.

* k% %

The “ready mobility” of vehicles served as the core justification for the automobile
exception for many years. Later cases then introduced an additional rationale based on “the
pervasive regulation of vehicles capable of traveling on the public highways.” * * *

In announcing each of these two justifications, the Court took care to emphasize that the
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rationales applied only to automobiles and not to houses, and therefore supported “treating
automobiles differently from houses” as a constitutional matter.

When these justifications for the automobile exception “come into play,” officers may
search an automobile without having obtained a warrant so long as they have probable cause to do
SO.

2

Like the automobile exception, the Fourth Amendment’s protection of curtilage has long
been black letter law. “At the Amendment’s ‘very core’ stands ‘the right of a man to retreat into
his own home and there be free from unreasonable governmental intrusion.” ” To give full
practical effect to that right, the Court considers curtilage—"“the area ‘immediately surrounding
and associated with the home’ ”—to be “ “part of the home itself for Fourth Amendment purposes.’
” “The protection afforded the curtilage is essentially a protection of families and personal privacy
in an area intimately linked to the home, both physically and psychologically, where privacy
expectations are most heightened.”

When a law enforcement officer physically intrudes on the curtilage to gather evidence, a
search within the meaning of the Fourth Amendment has occurred. Such conduct thus is
presumptively unreasonable absent a warrant.

B
1

With this background in mind, we turn to the application of these doctrines in the instant
case. As an initial matter, we decide whether the part of the driveway where Collins’ motorcycle
was parked and subsequently searched is curtilage.

According to photographs in the record, the driveway runs alongside the front lawn and up
a few yards past the front perimeter of the house. The top portion of the driveway that sits behind
the front perimeter of the house is enclosed on two sides by a brick wall about the height of a car
and on a third side by the house. A side door provides direct access between this partially enclosed
section of the driveway and the house. A visitor endeavoring to reach the front door of the house
would have to walk partway up the driveway, but would turn off before entering the enclosure and
instead proceed up a set of steps leading to the front porch. When Officer Rhodes searched the
motorcycle, it was parked inside this partially enclosed top portion of the driveway that abuts the
house.

The “ ‘conception defining the curtilage’ is ... familiar enough that it is ‘easily understood
from our daily experience.” ” Just like the front porch, side garden, or area “outside the front
window,” the driveway enclosure where Officer Rhodes searched the motorcycle constitutes “an
area adjacent to the home and ‘to which the activity of home life extends,” ” and so is properly
considered curtilage.

2

In physically intruding on the curtilage of Collins’ home to search the motorcycle, Officer
Rhodes not only invaded Collins’ Fourth Amendment interest in the item searched, i.e., the
motorcycle, but also invaded Collins’ Fourth Amendment interest in the curtilage of his home.
The question before the Court is whether the automobile exception justifies the invasion of the
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curtilage.? The answer is no.

Applying the relevant legal principles to a slightly different factual scenario confirms that
this is an easy case. Imagine a motorcycle parked inside the living room of a house, visible through
a window to a passerby on the street. Imagine further that an officer has probable cause to believe
that the motorcycle was involved in a traffic infraction. Can the officer, acting without a warrant,
enter the house to search the motorcycle and confirm whether it is the right one? Surely not.

The reason is that the scope of the automobile exception extends no further than the
automobile itself. * * *

[A]n officer must have a lawful right of access to a vehicle in order to search it pursuant to
the automobile exception. The automobile exception does not afford the necessary lawful right of
access to search a vehicle parked within a home or its curtilage because it does not justify an
intrusion on a person’s separate and substantial Fourth Amendment interest in his home and
curtilage.

[T]he rationales underlying the automobile exception are specific to the nature of a vehicle
and the ways in which it is distinct from a house. The rationales thus take account only of the
balance between the intrusion on an individual’s Fourth Amendment interest in his vehicle and the
governmental interests in an expedient search of that vehicle; they do not account for the distinct
privacy interest in one’s home or curtilage. To allow an officer to rely on the automobile exception
to gain entry into a house or its curtilage for the purpose of conducting a vehicle search would
unmoor the exception from its justifications, render hollow the core Fourth Amendment protection
the Constitution extends to the house and its curtilage, and transform what was meant to be an
exception into a tool with far broader application. Indeed, its name alone should make all this
clear enough: It is, after all, an exception for automobiles.®

Given the centrality of the Fourth Amendment interest in the home and its curtilage and
the disconnect between that interest and the justifications behind the automobile exception, we
decline Virginia’s invitation to extend the automobile exception to permit a warrantless intrusion

2 Helpfully, the parties have simplified matters somewhat by each making a concession. Petitioner concedes
“for purposes of this appeal” that Officer Rhodes had probable cause to believe that the motorcycle was the
one that had eluded him, and Virginia concedes that “Officer Rhodes searched the motorcycle.”

% The dissent concedes that “the degree of the intrusion on privacy” is relevant in determining whether a
warrant is required to search a motor vehicle “located on private property.” Yet it puzzlingly asserts that
the “privacy interests at stake” here are no greater than when a motor vehicle is searched “on public streets.”
“An ordinary person of common sense,” however, clearly would understand that the privacy interests at
stake in one’s private residential property are far greater than on a public street. Contrary to the dissent’s
suggestion, it is of no significance that the motorcycle was parked just a “short walk up the driveway.” The
driveway was private, not public, property, and the motorcycle was parked in the portion of the driveway
beyond where a neighbor would venture, in an area “intimately linked to the home, ... where privacy
expectations are most heightened.” Nor does it matter that Officer Rhodes “did not damage any property,”
for an officer’s care in conducting a search does not change the character of the place being searched. And
* % * it is not dispositive that Officer Rhodes did not “observe anything along the way” to the motorcycle
“that he could not have seen from the street.” * * * [T]he ability visually to observe an area protected by
the Fourth Amendment does not give officers the green light physically to intrude on it. It certainly does
not permit an officer physically to intrude on curtilage, remove a tarp to reveal license plate and vehicle
identification numbers, and use those numbers to confirm that the defendant committed a crime.
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on a home or its curtilage.
Il
A

Virginia argues that this Court’s precedent indicates that the automobile exception is a
categorical one that permits the warrantless search of a vehicle anytime, anywhere, including in a
home or curtilage. Specifically, Virginia * * * invokes Scher v. United States, 305 U.S. 251, 59
S.Ct. 174, 83 L.Ed. 151 (1938). In that case, federal officers received a confidential tip that a
particular car would be transporting bootleg liquor at a specified time and place. The officers
identified and followed the car until the driver “turned into a garage a few feet back of his residence
and within the curtilage.” As the driver exited his car, an officer approached and stated that he
had been informed that the car was carrying contraband. The driver acknowledged that there was
liquor in the trunk, and the officer proceeded to open the trunk, find the liquor, arrest the driver,
and seize both the car and the liquor. Although the officer did not have a search warrant, the Court
upheld the officer’s actions as reasonable.

Scher is inapposite. Whereas Collins’ motorcycle was parked and unattended when Officer
Rhodes intruded on the curtilage to search it, the officers in Scher first encountered the vehicle
when it was being driven on public streets, approached the curtilage of the home only when the
driver turned into the garage, and searched the vehicle only after the driver admitted that it
contained contraband. Scher by no means established a general rule that the automobile exception
permits officers to enter a home or its curtilage absent a warrant. The Court’s brief analysis * * *
explained that the officers did not lose their ability to stop and search the car when it entered “the
open garage closely followed by the observing officer” because “[n]o search was made of the
garage.” It emphasized that “[e]xamination of the automobile accompanied an arrest, without
objection and upon admission of probable guilt,” and cited two search-incident-to-arrest cases.
Scher’s reasoning thus was both case specific and imprecise, sounding in multiple doctrines,
particularly, and perhaps most appropriately, hot pursuit. The decision is best regarded as a
factbound one, and it certainly does not control this case.

* * *

B

Alternatively, Virginia urges the Court to adopt a more limited rule regarding the
intersection of the automobile exception and the protection afforded to curtilage. Virginia would
prefer that the Court draw a bright line and hold that the automobile exception does not permit
warrantless entry into “the physical threshold of a house or a similar fixed, enclosed structure
inside the curtilage like a garage.” Requiring officers to make “case-by-case curtilage
determinations,” Virginia reasons, unnecessarily complicates matters and “raises the potential for
confusion and ... error.”

The Court, though, has long been clear that curtilage is afforded constitutional protection.
As a result, officers regularly assess whether an area is curtilage before executing a search.
Virginia provides no reason to conclude that this practice has proved to be unadministrable, either
generally or in this context. Moreover, creating a carveout to the general rule that curtilage
receives Fourth Amendment protection, such that certain types of curtilage would receive Fourth
Amendment protection only for some purposes but not for others, seems far more likely to create
confusion than does uniform application of the Court’s doctrine.
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In addition, Virginia’s proposed rule rests on a mistaken premise about the constitutional
significance of visibility. The ability to observe inside curtilage from a lawful vantage point is not
the same as the right to enter curtilage without a warrant for the purpose of conducting a search to
obtain information not otherwise accessible. So long as it is curtilage, a parking patio or carport
into which an officer can see from the street is no less entitled to protection from trespass and a
warrantless search than a fully enclosed garage.

Finally, Virginia’s proposed bright-line rule automatically would grant constitutional rights
to those persons with the financial means to afford residences with garages in which to store their
vehicles but deprive those persons without such resources of any individualized consideration as
to whether the areas in which they store their vehicles qualify as curtilage. See United States v.
Ross, 456 U.S. 798, 822, 102 S.Ct. 2157, 72 L.Ed.2d 572 (1982) (“[T]he most frail cottage in the
kingdom is absolutely entitled to the same guarantees of privacy as the most majestic mansion™).

v

For the foregoing reasons, we conclude that the automobile exception does not permit an
officer without a warrant to enter a home or its curtilage in order to search a vehicle therein. We
leave for resolution on remand whether Officer Rhodes’ warrantless intrusion on the curtilage of
Collins’ house may have been reasonable on a different basis, such as the exigent circumstances
exception to the warrant requirement. The judgment of the Supreme Court of Virginia is therefore
reversed, and the case is remanded for further proceedings not inconsistent with this opinion.

It is so ordered.

B Justice ALITO, dissenting.

The Fourth Amendment prohibits “unreasonable” searches. What the police did in this
case was entirely reasonable. The Court’s decision is not.

* * *

If the motorcycle had been parked at the curb, instead of in the driveway, it is undisputed
that Rhodes could have searched it without obtaining a warrant. * * *

So why does the Court come to the conclusion that Officer Rhodes needed a warrant in this
case? Because, in order to reach the motorcycle, he had to walk 30 feet or so up the driveway of
the house rented by petitioner’s girlfriend, and by doing that, Rhodes invaded the home’s
“curtilage.” The Court does not dispute that the motorcycle, when parked in the driveway, was
just as mobile as it would have been had it been parked at the curb. Nor does the Court claim that
Officer Rhodes’s short walk up the driveway did petitioner or his girlfriend any harm. Rhodes did
not damage any property or observe anything along the way that he could not have seen from the
street. But, the Court insists, Rhodes could not enter the driveway without a warrant, and therefore
his search of the motorcycle was unreasonable and the evidence obtained in that search must be
suppressed.

* * *

[W]e should ask whether the reasons for the “automobile exception” are any less valid in
this new situation. Is the vehicle parked in the driveway any less mobile? Are any greater privacy
interests at stake? If the answer to those questions is “no,” then the automobile exception should
apply. And here, the answer to each question is emphatically “no.” The tarp-covered motorcycle
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parked in the driveway could have been uncovered and ridden away in a matter of seconds. And
Officer Rhodes’s brief walk up the driveway impaired no real privacy interests.

* * *

This does not mean, however, that a warrant is never needed when officers have probable
cause to search a motor vehicle, no matter where the vehicle is located. While a case-specific
inquiry regarding exigency would be inconsistent with the rationale of the motor-vehicle exception,
a case-specific inquiry regarding the degree of intrusion on privacy is entirely appropriate when
the motor vehicle to be searched is located on private property. After all, the ultimate inquiry
under the Fourth Amendment is whether a search is reasonable, and that inquiry often turns on the
degree of the intrusion on privacy. Thus, contrary to the opinion of the Court, an affirmance in
this case would not mean that officers could perform a warrantless search if a motorcycle were
located inside a house. In that situation, the intrusion on privacy would be far greater than in the
present case, where the real effect, if any, is negligible.

I would affirm the decision below and therefore respectfully dissent.



